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Abstract—Next generation telecommunication systems are
converging into a synergistic union of wired and wireless
technologies, where integrated services are provided on a
universal IP-based infrastructure. The concept of global
reachability fuelled with the advanced mobility schemes and the
“anytime, anywhere” paradigm caused that the requirements for
security and privacy in the global Internet era differs a lot from
the ones of a decade ago. We focus on a subset of this complex
problem space and consider location privacy issues defined by
the information leakage of IP addresses during the movement of
users. In our previous work we proposed a special domain
planning algorithm to optimize location privacy supporting
potential of certain mobility management mechanisms by
increasing the level of concealment of address changes in the
network. In this paper we extensively evaluate the scheme by
applying well-known location privacy metrics from the literature
and using them as objective measures for our original algorithm
and its variants first introduced here. The conducted series of
simulations verified the efficiency of the scheme and also
confirmed the performance enhancements commenced by our
improvements and modifications to the original algorithm.
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[. INTRODUCTION

The Internet is evolving towards a fully pervasive and
ubiquitous architecture in which users are expected to be able
to use remote resources anytime and anywhere. Besides the
evolution of wireless networks toward heterogeneous all-IP
mobile communication architectures, end-user terminals are
also becoming more and more powerful devices implementing
extremely large variety of functions from making voice and
video calls through social networking and sharing multimedia
till exploiting the advantages of geographic positioning
solutions in order to use navigational applications and location
based services. However mobile terminals’ location data
possess important service-enabler potential, in wrong hands it
can be used to build up private and intimate profile of the
mobile user and can pose serious threats to location privacy
[1]. In the all-IP world of future mobile Internet, location
privacy of users is even harder to protect as the most common
parameters in every single packet — i.e., the source and
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destination IP addresses — can easily be translated to a quite
accurate estimation of the peers” actual geographical location
[2][3][4][5][6] thus making third parties able to track mobiles’
real-life movements [7][8]. As mobility becomes one of the
most unique characteristics of future’s convergent
architectures, more attention must be given to the above
location privacy issues, even at the earliest phases of design: at
the network planning level.

When discussing network planning in next generation all-IP
heterogeneous wireless communication systems, at least one
special factor should be considered. In such systems moving
across multiple IP subnets (i.e., changing access nodes which
provide IP connection with topologically different address
spaces) will occur more likely, resulting in much frequent IP
address changes compared to today’s mainly homogeneous
architectures, therefore raising a strong need of special
mobility handling mechanisms. The most known solution for
this is called micromobility management which aims to
localize mobility events by grouping several IP subnets into
domains, and provides fast, seamless, and local handoff
control in areas where mobile nodes (MNs) change their point
of attachment to the network so ofien that the general (i.e.,
macromobility) schemes originate significant overhead in
terms of packet delay, packet loss, and excrescent signaling
[9]. Frequent IP address changes further aggravate problems
of location information leakage. However, micromobility also
includes capabilities to support location privacy: localization
of mobility events inside a micromobility domain can hide
location information easily exposable by IP address changes
of handovers [10]. Note that only in cases of inter-domain
handovers the location is updated and revealed to outside of
the domain; not on each access point change. Next generation,
heterogeneous, pico- and femto-cell based mobile
architectures [11] are even more sensitive to the above Quality
of Service (QoS) and privacy issues which imply the
spreading of micromobility protocols (e.g., [12][13][14][15]),
and the need of advanced network planning algorithms to
support real-life deployment of the micromobilty paradigm.

One of the open issues of deploying micromobility
protocols in next generation mobile environments is the
optimal design of micromobility domains. The main question
is what size (in means of consisting subnets) a micromobility
domain should be for reducing the cost of paging, maintaining
routing tables and registration signaling. Existing network
planning algorithms (e.g., [16][17][18][19][20][21]) are
mainly focusing on the trade-off between the paging cost and
the registration cost. In our earlier work [22] we considered
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also the location privacy supporting potential of micromobility
management and presented a simulated annealing based
micromobility domain optimization approach, which — to the
best of our knowledge — firstly introduced privacy awareness
in network planning methodologies. However, the evaluation
of this algorithm was only performed on one specific cell and
road structure, and the comparison of simulation results was
based on a proprietary quantifier for the location privacy
ability of micromobility structures and not on widely and
comprehensively accepted location privacy metrics available
in the literature. This motivated us to broaden our evaluation
efforts and provide an extensive and more complete
simulation analysis of the location privacy aware
micromobility domain planning scheme and also to use the
novel results to further enhance the original algorithm.

The rest of the paper is organized as follows. Section 2
introduces the related work. Preliminaries are summarized in
Section 3 by reviewing our prior work — the first delegate of
the location privacy aware domain planning scheme called
PA-SABLAF — and the definition of the location privacy
metrics applied by us for evaluation purposes. Section 4
presents the way how these metrics were realized to be
applicable in our scheme, while Section 5 shows the
modifications and enhancements of PA-SABLAF eventuated
by the applied metrics. The extensive evaluation based on the
metrics and the enhanced algorithm versions is detailed in
Section 6. Finally, we conclude the paper in Section 7 and
sketch the scope of future research.

II. RELATED WORK

It is usually hard to design the size of a micromobility area
(i.e., locally administrated domain). Several important
questions arise: how to group wireless points of attachments
with their relevant coverage into micromobility domains, what
kind of principles must be used to configure the hierarchical
levels if they are available, and in which hierarchical level is
advisable to implement special functions (e.g., anchors or
gateways). The traffic load and mobility of nodes may vary,
therefore a fixed structure lacks of flexibility: design schemes
are needed to comprise these network dynamics and to provide
optimal or near-optimal solutions.

An obvious algorithm is to group those access nodes and
their coverage areas (i.e., cells) into one domain, which has a
high rate of handovers among each other. In that way the
number of global location updates (registration messages) can
be significantly decreased. But joining too much access nodes
into one domain would degrade the overall performance since
it will generate a high traffic load on anchor/gateway nodes,
and result in higher cost of packet delivery and paging.
Contrarily a small number of cells inside a micromobility
domain will lead to a huge amount of location updates to the
home network but will alleviate paging costs.

Based on these assumptions, He Xiaoning et al. [16]
proposed a dynamic micromobility domain construction
scheme which is able to dynamically compose each
micromobility domain according to the aggregated traffic
information of the network.
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The related questions are very similar to the Location Area
(LA) planning problem (where cells must be grouped into
location areas in an optimal way [23][24]), as in
micromobility domain planning we also need to search for a
trade-off compromise between the location update and the
packet delivery cost.

One of the most known LA planning schemes is the
solution called Traffic-Based Static Location Area Design —
TB-LAD [25], that groups cell pairs with higher inter-cell
mobile traffic into the same LA. In this algorithm a list of
neighbors is created for each cell, and the neighbor with the
highest inter-cell traffic will be selected from the list and
included in the same LA with this cell. In the next step the
algorithm finds neighbors with the highest traffic from the
neighbor lists of the cells that are included for the current LA
and includes them into the current LA. This is terminated,
when there are no more neighbors that can be included or the
maximum number of cells is reached for the current LA. After
this loop the algorithm starts the forming of the next LA in the
same way.

However, in case of the Location Area Forming Algorithm
— LAFA [26], LAs are not formed one after the other, but
simultaneously, always including the actual cell-pair to an
already existing LA or creating a new one, enabling to build
the LA structure in a distributed way.

Based on the experiments of LAFA, the duet of the Greedy
LA Forming Algorithm (GREAL) and the Simulated
Annealing Based Location Area Forming Algorithm
(SABLAF) was proposed by [20]. In this scheme GREAL is
adopted to form a basic partition of cells into LAs in a greedy
way without any additional assumptions for cell contraction,
and then SABLAF is applied for getting the final partition.

Based on this algorithm, authors in [27] constructed a
simulated annealing based anycast subnet forming algorithm
(SABAS) aiming to use the idea of GREAL+SABLAF for
micromobility domain planning. SABAS is a general method
for optimal grouping of cells into micromobility domains.
Authors show its efficiency by applying the method for a
particular micromobility protocol based on IPv6 anycasting.

In [28] authors also propose a similar simulated annealing
based LA planning method giving a heuristic and near-optimal
solution for LA planning in tolerable run-times.

There is also a specific Location Area planning algorithm
for GEO Mobile Satellite Systems: by the way of extensive
comparison of the cost of location management using different
types of location area designs, an appropriate scheme was
separated by the authors satisfying the special requirements of
GEO satellite systems [29].

There are also Location Area and micromobility domain
planning algorithms which are able to handle network
structures with hierarchical levels [18][21] for assignment of
an optimal tree structure to a given source of access router
handover rates.

However there exists a quite broad literature on location
area and micromobility domain planning, the substantial and
a-priori question of how to integrate location privacy
requirements into the algorithms is still almost completely
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unexplored. To the best of our knowledge, the only study
about location privacy aware domain planning is our prior
research [22], which extends SABLAF/SABAS with a simple
location privacy policy model and a special rate weighting
technique applied to integrate the effects of the cells’ static
location privacy significance and mobile nodes’ dynamic
privacy demands into the boundary crossing rates between
neighboring cells. The algorithm is called PA-SABLAF
(Privacy Aware SABLAF) and joins the most important cells
according to the location privacy policy model which are also
in the same dominant moving directions (highways, footpaths,
etc.,). Therefore the number of handovers among domains can
be decreased while the location privacy is also considered in
the created structure. This scheme allows network designers to
maximally take into consideration pre-existing location
privacy requirements and also the users’ dynamic privacy
demands in the design phase.

Aiming to provide more general results and to improve the
original algorithm of [22], we applied some well-known
location privacy metrics from the literature and started the
work on more thorough simulation analysis of the location
privacy aware micromobility domain planning scheme.

III. PRELIMINARIES

This section reviews our earlier work related to
PA-SABLAF together with our originally applied, proprietary
metric, then introduces the basics of two, widely accepted and
more general metrics from the literature, both are used for
evaluating PA-SABLAF in a more universal way and also to
enhance our original algorithm.

A. Review of PA-SABLAF and the proprietary metric used for
its preliminary evaluation

In the location privacy policy model we applied in [22], a
combination of two substances is used to provide boundary
conditions for location privacy aware domain planning. On
one hand we introduced the static location privacy
significance level of the cells (denoted by SLPy for cell k)
which can separate coverage areas inside the operator’s
network considered to be more sensitive to location privacy
than others. On the other hand we defined user’s location
privacy profile for different location types (denoted by

ULPf“‘] for user u and location type [t of cell k) to describe
what level of location privacy protection is required for a
mobile user at a given type of location. The incoming dynamic
demands are cumulated and the average will be compared with
the static location privacy significance level of the issued cell
at every announcement. The winner of this comparison —
called the cell’s overall location privacy factor — will take
over the role of the cell’s static significance level. In this
simple way not only operators’ requirements, but also the
dynamic demands of mobile users can be respected during the
location privacy aware network design.

In order to integrate the effects of the cells” overall location
privacy factor into the boundary crossing rates between
neighboring cells, a special rate weighting technique was
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created. In the mathematical representation we use, the cells
are the nodes of a graph, the cell border crossing directions are
represented by the graph edges and the weights are assigned to
the edges based on the cell border crossing rates of every
direction (i.e., rates of entering or leaving a cell are
summarized and assigned to the corresponding edge as its
weight). These rates are weighted with the overall location
privacy factor of the destination cell.

WRii) = CRygy X OLPFyy + CRyypg X OLPF 1)

where WRpqp; is the weighted rate of edge between cells
(graph nodes) k and [, notation CRyyp stands for the cell
border crossing rate from cell k to [, and OLPFy is the overall
location privacy factor of cell [.

Based on the above definition, PA-SABLAF will start with
a GREAL-based greedy phase that will provide a basic
domain partitioning as an input (i.e., initial solution) of the
simulated annealing. At the beginning of this greedy phase, we
choose the cell pair with the biggest weighted rate in our cell
structure. If the biggest rate occurs multiple times, then we
choose one of the instances randomly and include the two
cells belonging to that handover rate into domain D; of cells.
In the next step, we search for the second biggest weighted
rate among the cell pairs for which is true, that one of them
belongs to domain D;. We must check whether inequality
Ny, < Npay is satisfied, where Ny is the number of cells in the
k™ domain and N, stands for the maximum number of cells
in a single micromobility domain which will give us the
minimum of the registration cost and the maximum size of the
location privacy protective micromobility domain. If the
inequality is satisfied, the cell can be included into set D;. If
the inequality is not satisfied, the cell can not be included into
this set: a new domain with this cell is to be created in order to
prevent exceeding the paging cost constraint [22]. In this way
we can join the most important cells according to the location
privacy policy model which are also in the same dominant
moving directions (highways, footpaths, etc.,).

After processing all the cell pairs in the above sequential
and greedy way a likely sub-optimal domain structure will be
created, which will serve as an input (i.e., initial solution or s,
domain partitioning) for the simulated annealing part of the
algorithm. Based on s, a neighbor solution s; is then
generated as the next solution (N < Nyq, must be satisfied
by s; too), and the change in the registration cost
ACpeg(So,$1) 1s calculated. If a reduction in the cost is
achieved, the current solution is replaced by the generated

neighbor; otherwise we evaluate the acceptance function
ACReg

e ) to decide whether to retain or change the current
solution (T is the temperature). The cooling schedule is based
on three input parameters: initial temperature T, step of
decrement (decr) for T, and the stopping rule which is the
maximal iteration step number until ACg., does not change.
The details and the complete flowchart of the whole
PA-SABLAF can be found in [22].

In [22] we also performed simulations on PA-SABLAF and
showed the potential of our method by comparing it with our
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previous domain planning algorithm called SABAS. A
proprietary location privacy metric — denoted by LPj,;. in this
paper — was designed for this purpose to express how
efficiently a given micromobility domain structure takes static
location privacy significance of cells and the incoming
dynamic location privacy demands of users into account
during operation (i.e., how effective could be the protection of
users” location privacy while keeping paging and registration
costs on a bearable level). We quantified the inability of non
inside-domain attackers in tracking mobile users by computing
a weighted number of inter-domain changes of mobile nodes
in the network. This metric tracks and saves movements (i.e.,
whole paths) of mobile users and also saves cell boundary
crossings in order to localize and count mobile nodes’ inter-
domain changes. For every inter-domain handover of a mobile
node and for the previous and the next cells of such handovers
the algorithm sums the value of the cells’ static location
privacy significance and the squared value of the level of the
mobile node’s location privacy profile set for the issued
location types. The above calculation is performed for every
mobile node, and the sum of these values will stand for the
location privacy metric of the whole micromobility domain
system.
LPS =

mic ~
L L
= Z Z (ULP, ™2 + (ULR,™)? + SLPyy + SLPy; @
U hElHy

where IH,, means the set of all inter-domain handover events
of user u, and hyyp;; € [Hy stands for a handover event with
exit and entry cells of k and [ respectively. Implicitly the
smaller LP;,;, values are the better.

However the above metric is able to numerically present the
location privacy capabilities of a complete network’s certain
micromobility domain structure, it lacks in generality. That is
why we started to evaluate our scheme using more general and
widespread location privacy metrics. The metrics we have
chosen for our efforts are introduced in the next two sections.

B. Uncertainty-based location privacy metric

This type of metric was originally proposed in [30] [31].
Authors in [30] present an information theoretic model that
allows to measure the degree of anonymity provided by
schemes for anonymous connections. Authors of [31]
introduce an information theoretic measure of anonymity that
considers the probabilities of users sending and receiving the
messages and also show how to calculate this measure for a
message in a standard mix-based anonymity system. Both
proposals use the same metric model. The attacker’s goal is to
identify the initiator and/or the responder of a message
travelling in the network. Each user in the system is assigned a
probability for being the possible initiator/responder of a
particular message, and the system’s overall anonymity level
is determined by the entropy of the random variable that is
formed by the users’ probabilities. In this way the metric
captures the attacker’s uncertainty (measured by the entropy)
during the identification procedure.
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This metric can be easily applied to comply also with
location privacy measurement purposes: the location privacy
of a given user in the system is calculated as the attacker’s
uncertainty during linking observed events (e.g., positions in
trajectories) to users. Authors in [32] define a well-detailed
system model which can be used to formalize the uncertainty-
based location privacy metric as follows.

Consider a user u€U and an event & € R,|yps
successfully observed by the attacker (R,|ops means all the
user u events observed by the attacker). Also consider E* as
the set of edges of the probabilistic graph called the linkability
graph (G') representing the linkability of observed events
based on the attacker’s knowledge. (Note, that the attacker’s
goal is to reassemble the user’s actual set of events; hence it
assigns probabilities to possible related events in order to
reconstruct the user’s trajectory.) Define 7'(é;,é;) as the
weight function of G! for representing the probability with
which the attacker believes that both & and & events are
associated with the same user and é;is an immediate
predecessor of &; in the user’s observed set of events. Let a
random variable X; stand for the probability that another
observed event é; is the immediate successor of &;. According
to the notations of [32] we have Pry(X; = j) = n'(é;,¢;) for
any j such that (&;,é;) € E' in G', where Pry(s) means the
probability with which the attacker considers a statement s to
be true. The entropy of X; can be calculated to measure the
attacker’s uncertainty when linking observed events to users
and therefore can be used as objective location privacy metric
for user u at the tm(&;) time instance at which the event é;
occurred.

LP;(tm(&)) = H(X)

) =— ) P =) xlogy(Prux =)
J

Eq. (3) is the common form of the uncertainty-based metric
which has been widely used to measure location privacy in
different wireless scenarios. For example, authors of [33]
applied this scheme in order to maximize the location privacy
at each identifier update by users, in the presence of
asynchronous identifier updates and predictability of
movements of user terminals. In [34] this metric is used to
analyze a novel location privacy enhancement protocol which
obfuscates several types of privacy-compromising information
revealed by mobile nodes, including sender identity, time of
transmission, and signal strength. Our last example for
application use-cases of the uncertainty-based metric is [35]
where authors employ the scheme to measure the performance
of their solution designed to enhance users’ contradictory
requirements on location privacy without diminishing
communication QoS.

These examples show how varied application possibilities
of the uncertainty-based location privacy metric are and why it
is considered a widely accepted and adapted metric in the
literature.
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C. Traceability-based location privacy metric

This kind of metric captures the level to which the attacker
can track a mobile user with high certainty. The attacker’s
uncertainty or confusion in the tracking procedure is measured
by the uncertainty-based metric (e.g., using entropy). In [36]
authors define a so called mean time to confusion metric to
measure the degree of privacy as the time that an attacker
could correctly follow a user’s trace. Therefore the mean time
to confusion is the mean tracking time between points where
the attacker faced confusion (i.e., was not able to determine
the next sample with sufficient certainty). Authors of [37]
propose another variant of the traceability-based location
privacy metric called the mean distance to confusion, which
measures the mean distance over which tracking of a user may
be possible by the attacker.

The above variants are defined as the time/travel distance
until the uncertainty of the tracking grows above a pre-defined
threshold. The formalization of the traceability-based location
privacy metric is also done according to the system model
defined in [32]. We call an event in the observed trace of a
user (é € Ry|ops) as a confusion point if the attacker’s
uncertainty is above a given threshold: LPy(tm(&)) > Hys. It
means that the time to confusion / distance to confusion is
specified as the time/distance to travel before reaching a
confusion point, during which the attacker’s uncertainty
remains below H.r. In this way the average value of
time/distance to confusion represents a user’s lack of location
privacy.

Denote ﬁulz‘gs as the set of all confusion points (events) of
user u € U. Let C,, stand for the union set of the last observed
event of user u and the user’s confusion events. Let B,, denote
the set of events that contain the first observed event from u
and all the events which are not confusion points but are
immediate successors of each confusion point in the observed
trace of user u. Consequently, a traceable period can be
defined as the time/travelled distance between an event in B,
and an event in C, such that there is no other event in B, in
that period. Denote Z,, as the set of all these traceable periods
for user u. Based on the above notation the location privacy
metric of user u based on mean time to confusion (LPE) and
mean distance to confusion (LPL) can be defined as the mean
tracking time/distance during which uncertainty stays below a
confusion threshold and can be calculated as follows (note,
that this metric is inversely proportional to mean time fo
confusion and mean distance to confusion values).

4

R b S
; E(éi,éjezu)|tm(ei) - tm(ej)l
LPi =
|Zy]

N R -1
1 = (E(é‘f,éjezu)“loc(ei) - lOC(ej)ll) -

|2y |

where tm(é;) and loc(é;) stands for the time instance and the
location at which the event é; occurred, respectively.
This metric is also a well-known and widespread measure
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of location privacy. One of its main advantages is the fine-
grained tuneability: if the threshold of H, is chosen high,
tracking times increase but so may do the number of false
positives (i.e., the attacker follows incorrect traces). A good
example for the application of this metric is [38] where
authors used the approach in a trace-based simulation of their
anonymizer scheme camouflaging users’ current location with
various predicted paths.

Both the above introduced uncertainty- and traceability-
based location privacy metrics are general, widespread and
also effective in the means that they are able to quantify the
incapacity of a particular attacker in localizing or tracking
mobile users. That was our main motivation for choosing them
as base approaches in our evaluation work.

IV. REALIZATION AND ADAPTATION OF THE METRICS

Since to the best of our knowledge no other location privacy
aware domain planning algorithm exists even in these days,
during our preliminary measurements we used our former,
simulated annealing based domain optimization method called
SABAS [27] as a basis to compare with the PA-SABLAF, and
also developed a proprietary location privacy metric in the
simulator for this comparison [22]. However, this earlier
evaluation work was performed on one cell/road topology
only, and the used metric was not general enough for
comprehensive analysis. In order to eliminate the above
shortcomings we extended the range of topologies/scenarios
and adopted two of the most widespread and common location
privacy metrics into our simulation environment: uncertainty-
and traceability-based location privacy metrics.

A.  Metric requirements and assumptions

The level of location privacy in a complete network (i.e.,
system of several micromobility domains) can be determined
by how easily attackers can recognize trajectories (series of
cells/access areas owning unique IP prefixes) of mobile users.
Every single user in the mobile network passes cells of several
domains during their respective paths.

In such architecture inside-domain movements are safe as
localized mobility management obfuscates [P address changes
of mobile users: valuable addressing information (i.e., location
information data of IP communication) will not leak out the
domain. However, domain changes will disclose IP address
information to all correspondent nodes (CNs) of the mobile as
macromobility mechanisms will also be executed besides the
micromobility procedures. We assume that the attacker is in
continuous communication with the observed mobile user (or
at least the attacker is able to capture packets originating from
the MN) and is located outside of the MN’s domain. The
obtainable address information is enough to identify the MN’s
actual domain but not sufficient to determine the particular
cell or access area from where the mobile node communicates.

Due to the aforementioned characteristics of the
micromobility ~management the attacker continuously
communicating with the MN can be aware of the complete set
of domains crossed during the MN’s path, and this
information can be used to specify the precise, cell-based
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trajectory of the observed entity (i.e., the solution which the
attacker wants to obtain). Reconstruction of the whole
trajectory gets harder if the built-in location privacy
supporting capability of the micromobility domain system
(i.e., the obfuscation of the observable information performed
by the localized mobility management) becomes more
effective. This is what a metric in our framework should
measure.

As the attacker can observe only the set of domains the MN
passes, it must apply statistical calculations to get the solution.
An adequately large domain with sufficient number of inter-
domain transitions is able to significantly increase the quantity
of potential solutions and to enhance location privacy of users
in a general way, independently of pre-defined or dynamic
privacy parameters we applied in our earlier work. The
metrics below serve as efficient tools in our efforts to enhance
PA-SABLAF and create more comprehensive and universal
algorithms.

B. Realization and adaptation of LPY

Aiming to implement the uncertainty-based metric in our
simulation framework and to adapt it for our evaluation
purposes we slightly modified the LP* scheme. In order to do
this, we adapt the LP" scheme to our framework and also
extend it to be applicable for all the users in the micromobility
system (as a sum of their entropies).

In a micromobility network the attacker relying on
intercepted IP packets can only observe series of crossed
domains along the MN’s movements. This is because domains
usually contain several cells with multiple possible transitions
inside and outside of the particular domain. The exact place of
a domain change (i.e., the two cells of that transition) can be

determined with probability % where n is the number of

possible transitions between the two domains.

That is why we calculate LP" in the following way. We
split the trajectory of the MN into domain entry and exit points
which are basically the observable events (locations) in our
threat model and delimit unobservable path segments between
them. As these inside-domain path segments are not traceable
based on IP information and assuming that domains contain
more than two cells at least, the attacker can only deduce the
entry and exit points (so called “flashes™). We assume that
transitions are not weighted and the transition probability is
the same in every case. Considering Pry(d) here as the
probability of the attacker guessed right when reckoning the
actual entry and exit points of crossing domain d. a user’s LP*
for a particular domain inside the network can be produced by
calculating the entropy of Pry(d). (Note that Pry(d) can be
computed as the product of the probabilities of inlet- and
outlet routes belonging to two consecutive “flashes™.) By
calculating this entropy for every domain of every user, and
creating the sum of these entropies we get the overall entropy
of a micromobility system denoted by LP},;. (as this metric is
an entropy-like measure, the larger values denote the better
location privacy support).
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LPY, =—3%,%,Pra(d)) x log, (PrA (dj)) ()

C. Realization and adaptation of LP*

Due to the peculiar application scenario devised by our
domain planning scheme, modifications in the original
concept of the traceability-based metric (LP*) were required.
During the realization and adaptation phase of this kind of
location privacy measurement approach we recognized that
according to our scheme and threat model the attacker is not
able to track mobile users when they are moving inside a
particular micromobility domain. It means that domains serve
as confusion points, which also implies that mean time to
confusion and mean distance to confusion approaches become
vague: users spend their time mostly in confusion points and
only inter-domain handovers (“flashes”) are considered as
inter-confusion point events which are negligible both in
means of time and distance.

This motivated us to create two slightly modified
traceability-based metrics called mean time in confusion and
mean distance in confusion. These two metrics capture the
level to which the attacker cannot track a mobile user with
high certainty. The mobile user’s safety during the IP
information-based tracking procedure is measured by our
modified LP* metric versions. We define the mean time in
confusion metric to measure the degree of privacy as the time
that an attacker could not correctly follow a user’s trace: the
mean time in confusion is the mean tracking time between
points where the attacker overcomes the confusion (ie.,
becomes to be able to determine the next sample with
sufficient certainty). Similarly, the mean distance in confusion
measures the mean distance over which tracking of a user may
not be possible by the attacker.

According to the already introduced formalization C,, stands
for the union set of the last observed event of user u and the
user’s confusion events, B, denotes the set of events that
contain the first observed event from u and all the events
which are not confusion points but are immediate successors
of each confusion point in the observed trace of user u.
Consequently, an untraceable period can be defined as the
time/travelled distance between two or more consecutive
events in C, such that there is no other event in B, in that
period. Let ¥, stand for the set of all these untraceable periods
for user u. Based on the above notation the location privacy
metric of user u based on mean time in confusion (LP%) and

mean distance in confusion (LPE) can be defined as follows.

" o =1
Lpi — Tiesejerp|tm(@) — tm(&)| @
Y,
-1
- 5 e 1 5.) — 1 5.
LP% _ Z(el,eIEYu)” OC(BL) OC(e})“ (8)
Y|

where tm(é;) and loc(é;) stands for the time instance and the
location at which the event é; occurred, respectively.
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Our simulation framework is not prepared for measuring the
time duration between user events (i.e., handovers); the system
fits only for marking locations (i.e., cells) and the distance
between different locations in means of required transition
numbers. Therefore we calculate the overall traceability-based
location privacy metric of a micromobility system (LP%,;.) in
our simulator as follows (the location privacy supporting
capability is proportional with the mean distance in confusion,
so here the exponent implies that the smaller values are the
better).

LP!

mic

=¥ (z(éi.e-,.eyu)||zoc(éi)—zoc(é,-)ll)'l -
u

Yl

V. IMPROVING PA-SABLAF

The above applied metrics introduced more general,
extensive and comprehensive aspects into the requirement set
of our location privacy aware domain planning scheme, and
therefore also eventuated modifications in the original PA-
SABLAF algorithm. These modifications formed two novel
PA-SABLAF versions, both trying to present more universal
and pervasive solutions compared to their predecessor. In this
Section these new PA-SABLAF variants are introduced.

A. PA"-SABLAF

The main design choice for this algorithm was to eliminate
the dependency of the operation from both the static location
privacy significance level of the cells and the mobile node’s
location privacy profile (which equally can narrow the
applicability of the model) and create a more general scheme
based on the criteria of the widespread and universal
uncertainty-based location privacy metric.

In order to do this we altered the greedy phase of the
algorithm for increasing the uncertainty of the attacker during
its tracking intentions by dismissing the privacy weighted
boundary crossing rates (WR;) and creating a novel
weighting technique which raises the possible number of
transitions at inter-domain movements.

For that reason the greedy phase of PA"-SABLAF also
considers the crossing rates of all the neighboring transitions
besides the crossing rates of the actually examined transition.
It means that during the contraction the greedy phase favors to
choose cell pairs rendering big crossing rates and also showing
big traffic through large number of edges between their
neighbors. Since the maximum number of cells in a single
micromobility domain is limited by Np,u., We can always
create a structure where cells with big transition rates will
create domains and simultaneously their neighbors with
reasonably significant number and volume of transitions will
form neighboring domains such increasing the uncertainty of
the attacker observing users’ domain changes. According to
this, PA"-SABLAF will lead the traffic of cells with large
transit demands away toward as many edges/edge series as
possible. The calculation of the weighted rate based on the
above considerations and used in the greedy phase of PA"-
SABLAF is as follows.
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WRiigw = CRuap + CRuug + TFy (10)
where CRjyp stands for the cell border crossing rate from cell
k to [, and TFj,; is the transition factor of cell [ (a cell still
waiting to be grouped into a domain). We defined the
transition factor as TFj;) = ¥mea,(CRujjm) + CRpm)j;) Where
A; means the set of all neighbors of cell [. Besides this
modified weighting and cell selection scheme the
PA"-SABLAF algorithm is the same as the method introduced
in Section ITI/A.

B. PA'-SABLAF

This algorithm variant also breaks with the rate weighting
technique of the original PA-SABLAF and focuses on more
general requirements characterized by the traceability-based
location privacy metrics. Here the motivation is to create a
micromobility domain structure where user traffic is mainly
transacted and kept inside the domains. In case of
PA'-SABLAF we also approach this problem by modifying
the applied weighting scheme of the greedy phase inside the
original algorithm.

The traceability-based metric implies a single domain
covering all the access areas (i.e., cells) as the optimal solution
for the location privacy aware domain planning problem. Of
course this is not an option: Ny, is the maximum number of
cells in a single micromobility domain in order to provide a
strict burden for the paging (and such also maximizing the size
of the location privacy protective micromobility domain). So
we have to take the cost constraints into consideration and
simultaneously create a domain structure in which mobile
users likely will perform inside-domain movements.

This can be achieved by increasing the number of
“deflector” edges inside the domains. We name an edge or a
series of edges as “deflector” if it possesses significant
crossing rate and/or it provides input and output for high
crossing rates of other edges or series of edges from multiple
directions. By inserting cell pairs with deflector edges into the
micromobility domains we can enforce that frequent cell
sequences of mobile users will likely consist a domain. Such a
structure decreases inter-domain movements while fulfilling
all the domain planning constraints and also enhances the
privacy level of the micromobility scheme in an efficient
manner. The calculation of the weighted rate based on the
above introduced idea framed for the greedy phase of
PA-SABLAF is as follows.

if

Efii) € Dy
then for

VEj) € Epgu Y A k)
do

WR{y(;; = CRujy + CRyyj) + DF
where Ejy; denotes the edge between cells k and [, Dy,

means the set of deflector edges containing edges with the
upper ¥ percent of all crossing rates in the network, Ay is
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the set of neighbors of Ejp;, CRypy stands for the cell border
crossing rate from cell k to [, and DF is a constant called
deflector factor used for rewarding certain edges with
deflector properties. This basically means that deflector edges
chosen with parameter i and their neighboring edges are
rewarded with parameter DF.

Besides the special weighting technique of (11) the
PA'-SABLAF algorithm is basically identical to our original
scheme.

V1. EVALUATION RESULTS

We have evaluated our location privacy aware
micromobility domain planning methods (PA-SABLAF, PA"-
SABLAF and PA'-SABLAF) in four different scenarios
formed by complex network architectures consisting of several
cells, mobile nodes and various compound road grids (Fig. 2).
Using this environment we compared our algorithms with
their ancestor — the already introduced SABAS [27], which is
also a simulated annealing based micromobility domain
forming solution but without any trace of location privacy
awareness.

A.  Simulation framework

In order to evaluate PA-SABLAF together with its variants
and analyze their performance in real-life scenarios, we
designed and implemented a realistic, Java-based mobile
environment simulator, which serves a two-fold purpose.

e lan i oy vemeyom e e sy Smemyemeeis ressam omw R e iimmay pompi t Sy Seeeymee Peeam Sy

e )

" p
Simulator screen showing a planned
micromobility domain structure

Simulator screen showing initial cell
and road structure built in the GUI

Fig. 1. The simulation software in use

On one hand it generates a realistic cell boundary crossing
and incoming call (i.e., initiation of IP session) database in a
mobile system given by the user with cell, mobile node and
movement path placing within the GUIL It also calculates both
the handover rate and the location privacy-weighted rate for
each cell pair, defined on the border of these cells. The
incoming session statistic can be also generated for every cell;
therefore the paging cost and the registration cost can be
calculated in the same time for every domain.

On the other hand the simulator uses the above produced
data as an input for the widest scale of location area and
domain planning algorithms, and forms LAs and
micromobility domains by running the implemented
mathematical functions.

The simulation can be executed on an arbitrary and
customizable road grid covered by cells of various access
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technologies (e.g., WiFi, GSM, UMTS) as shown in Fig. 1
(left). The static location privacy significance level of the cells
can also be set in case of need as well as the location type.
Mobile nodes (MN) can be placed into this highly
customizable environment by firstly specifying MNs’
velocities, setting the incoming session arrival parameter (IP
session intensity) and the location privacy profile to every
mobile node if needed.

This way different types of mobility environments with
different location privacy characteristics can be designed
(rural environment with highways without strict location
privacy requirements or a densely populated urban
environment with roads and carriageways and the widest scale
of location privacy sensitive areas like military facilities,
government buildings, etc.,), together with the grids of cells
configured and adapted to these environments. The applied
mobility model here for MNs is the following. The different
mobile terminals will move on the defined road grid by time-
to-time choosing a random destination point on the road,
similarly as in real life. Since typical mobile users are on the
move aiming to manage a specific duty or reach a particular
destination (e.g., heading to a hotel, a workplace, a hospital,
etc.,) and they usually want to arrive in the shortest possible
time, therefore the Dijkstra algorithm is used in our simulation
framework in order to find the shortest path for mobile hosts
towards their selected destination. The average speed of MN
movements is defined by the velocity parameter of each
mobile node.

For every mobile node an incoming session arrival
parameter is defined and when a session initiation packet hits
the node, the simulator designates it to the cell where the node
is in that moment. When a mobile host changes a cell, the
simulator registers that a handover (i.e., cell boundary
crossing) happened between the respective cell-pair. When a
simulation run ends, the simulator sums the cell boundary
crossings and incoming session initiation distribution for every
cell in the simulated network, and also calculates the normal
and the location privacy-weighted rates for the LA and
micromobility domain planning algorithms. The results (road
structure, cell structure, call numbers and cell matrix, mobile
data) can be saved and opened to easily provide inputs for the
Java implementation of our algorithms. An example domain
structure gathered at the end of the whole simulation process
is depicted in Fig. 1 (right).

Our goal with this mobility simulator was to provide a
flexible tool which is able to give the possibility to evaluate
LA partitioning and micromobility domain planning
algorithms for the widest scale of network types, by freely
choosing the road grid, communicating mobile hosts and cell
structure/characteristics.

B. Parameters and scenarios

The comparison was carried out with the help of two key
performance indicators. On one hand we analyzed the schemes
using the applicable privacy metrics (LPj,;., LPh;., and
LP!,;.. respectively) from the location privacy point of view.
On the other hand we used the global registration cost to
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