MAIPAN - Middleware

for Application Interconnection
in Personal Area Networks

MiKLOS AUREL RONAI, KRISTOF FODOR, GERGELY BiczOK, ZOLTAN TURANYI, ANDRAS VALKO

Ericsson Hungary, Traffic Lab
{Miklos.Ronai, Kristof.Fodor, Gergely.Biczok, Zoltan. Turanyi, Andras.Valko}@ericsson.com

Keywords: pervasive/ubiqutious computing, access control, dynamic session management

This paper proposes the Middleware for Application Interconnection in Personal Area Networks (MAIPAN), a middleware that
provides a uniform computing environment for creating dynamically changing personal area networks (PANs). The middle-
ware hides the device configuration and physical scatteredness of the PAN and presents its capabilities as a single compu-
ter to the applications. The solution provides easy set-up of PAN-wide applications utilizing multiple devices and allows trans-
parent redirection of ongoing data flows, whenever the configuration of the PAN changes. The proposed middleware intercon-
nects services offered by applications running on different devices by creating virtual channels between the input and out-
put outlets of the applications. Channels can be reconfigured when configuration or user needs change. In contrast to the
approaches found in the literature, this paper presents a solution where session transfer, dynamic session management are

tightly integrated with strong and intuitive access control security.

1. Introduction

The ever-growing number of wireless terminals, such as
smart phones, personal digital assistants (PDAs) and
laptops, raises the need to set up, configure and re-
configure personal area networks (PANs) in an easy
and ergonomic way.

This paper addresses the goal of creating a dyna-
mically changeable, but uniform computing environ-
ment for PANs, which integrates wireless and wired,
stationary and mobile devices that are connected to
each other. The paper presents the Middleware for
Application Interconnection in Personal Area Networks
(MAIPAN) solution-which is situated below the applica-
tions and above the network layer-that hides the indivi-
dual devices participating in the PAN and presents the
capabilities of applications running on the devices as if
they were located on a single computer. This provides
a standard “PAN programming platform”, which allows
the easy set-up of personal area networks and dyna-
mic connection and disconnection of applications run-
ning in the PAN. Application programmers using the
uniform application programming interface (API) offered
by the middleware can develop software without taking
care of the various PAN configurations or PAN dyna-
mics. They can assume certain capabilities, but disre-
gard whether these capabilities are provided by one ap-
plication running on one device or by a set of applica-
tions running on several devices. They only have to
register the inputs and outputs of their applications at
the middleware, and they do not have to take care of
which kind of devices or applications will be connected
to these outlets and will use their programs.

The presented middleware contains access control,
flexible session management and transferable session
control solutions. The middleware contains some intel-
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ligent functions, as well, which helps the user to control
the PAN and improves human computer interaction
(HCI). In theory all kind of solutions for service disco-
very, physical, link or networking layers can be used
with MAIPAN.
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Figure 1. Listening to music

An example of a PAN application can be seen in Fi-
gure 1. Assume a MAIPAN-aware PDA user, who en-
ters a MAIPAN-aware room where speakers are placed
in the corners. The user decides to listen to music, but
she neither has mp3 files nor an mp3-player. She turns
on her PDA to check what kind of devices and services
are available in the room. First, independently from
MAIPAN the PDA’s networking protocol establishes net-
work connections to the devices located in the room,
and the service discovery protocol (SDP) looks for ser-
vices offered in the environment. After these steps she
can configure a PAN with the MAIPAN dispatcher,
which contains her PDA, the speakers in the corner, a
fileserver and an mp3 player that are available through
the network. MAIPAN establishes the necessary con-
nections, that is, it connects the fileserver to the mp3
player’s file input, the sound output of the mp3 player
to the speakers and the control input of the mp3 play-
er to the PDA. From now on she can select the mp3 file
on the fileserver she wants to listen to, and instruct the
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mp3 player via her PDA to play the music on the spe-
akers. In the figure the arrows show the data flow
between the devices.

The paper is organized as follows. Section 2 is about
related work, in Section 3 the basic concepts and the
middleware’s architecture is introduced. Finally, Section
4 concludes the paper.

2. Related Work

Mark Weiser presented the concept of ubiquitous com-
puting in the early 90s [1],[2]. Ten years after Weiser’s
publication, Satyanarayanan discussed the vision and
challenges of ubiquitous computing in [3], where he in-
troduced the expression pervasive computing, which is
the end result of mixing distributed systems, mobile
computing, smart spaces, invisibility, localized scalabi-
lity and uneven conditioning [26].

Middleware are essential parts of pervasive and
mobile computing environments. Mascolo et al. in [4]
among others discussed why traditional middleware
(such as CORBA [5]) is not well suited for mobile envi-
ronments and how a mobile computing middleware
should be designed. Another key component of ubiqui-
tous computing is security. Chandrasiri et al. [6] propo-
ses the concept of Personal Security Domains (PSDs)-
where a PSD consists of a user’s personal devices,
and investigates security issues regarding PANs. Now-
adays several projects are running in these research
topics, some of them are presented in the followings
and in our previous papers [26],[27].

The goal of the AURA project [7] is to provide each
user with an invisible aura of computing and informa-
tion services that persists regardless of location.

The project Gaia [8] designs a middleware infra-
structure to enable active spaces in which data and
tasks are always accessible and are mapped dynami-
cally to convenient resources present at the current lo-
cation of the user.

The Oxygen project [9] aims to develop very intelli-
gent, user-friendly and easy-to-use mobile devices en-
abling users to communicate with the system naturally,
using speech and gestures that describe their intent.

The Portolano project [10] focuses on highly adapti-
ve user interfaces, an intelligent, data-centric network
infrastructure and a new environment for developing
distributed services. In the frame of this project the
one.world architecture [11] is designed, which is a com-
prehensive framework for building pervasive applica-
tions. It includes services like service discovery, check-
pointing, and migration in order to support program-
mers by creating applications for dynamically changing
environments.

The extrovert-Gadgets (e-Gadgets) project [12] in-
vestigated architectures for the composition of ubiqui-
tous computing applications and proposed the GAS-OS
middleware to interconnect and control sensors and
actuators with more intelligent devices.
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The 2WEAR [13] project investigated the vision of a
personal wearable system that can be dynamically
composed out of different devices that are heteroge-
neous in terms of both form and function.

The Cortex project [14] addresses the emergence
of a new class of applications that operate indepen-
dently of human control.

The key objective of the EasyLiving [15] project is to
create an intelligent home and work environment, which
is based on the InConcert middleware solution.

The Speakeasy approach [16] focuses on the spe-
cification of minimal interfaces between devices using
mobile agents and mobile code. MobiDesk [17] is a mo-
bile virtual desktop computing hosting infrastructure
that leverages improvements in network speed, cost,
and ubiquity to address the complexity, cost, and mo-
bility limitations of today’s personal computing infrast-
ructure.

Some concepts [18],[19],[27] are creating a big vir-
tual device from the devices surrounding the users.

Similar to some of the above approaches, MAIPAN
represents an entire personal area network as a single
device to applications. In MAIPAN, users can easily re-
configure the PAN transparently to applications via a
simple channel management mechanism. Application
designs therefore do not have to take PAN configura-
tion, its changes or even the notion of the PAN, into ac-
count. The basic ideas of MAIPAN were introduced in
[20].

3. The MAIPAN Platform

3.1. Basic concepts and definitions

MAIPAN distinguishes among devices, applications
and services.

The word “device” refers to the physical device and
by “application” we refer to the software that offer the
“services”. For example, using these abstractions in
case of a mouse we can say, that the mouse is a “de-
vice” where a “mouse application” is running, which of-
fers a “mouse service”. Or another example is the mp3
player: there is a device where the mp3 player applica-
tion is running, which offers the mp3 player service.
The distinction between application and service is ne-
cessary, because users want to use services, they do
not want to care about the application offering the ser-
vice.

MAIPAN is based on three concepts (see Figure 2
— on the next page): pins, channels and sessions.

Applications offering the services have input and
output outlets, which are called pins-borrowing the ex-
pression from the integrated circuit world. Pins are the
connection points of the applications to the middle-
ware, so the middleware sees the applications in the
PAN as a set of input and output pins. A pin has a pre-
defined type, which shows the type of data that the pin
can emit or absorb, that is, the type of information the
application can handle (e.g., mouse movements, key-
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Figure 2. MAIPAN session

strokes). According to the needs new types can be
defined any time. The dispatcher application is respon-
sible to connect the pins with appropriate types.

To enable communication between pins, the middle-
ware creates and reconfigures channels, which are po-
int-to-point links that interconnect pins. The set of chan-
nels that are necessary to use a PAN service is called
session.

For example, the channels between the entities that
can be seen in the mp3 player scenario (Figure 1) com-
pose the mp3 player session: there is a channel bet-
ween the fileserver and the mp3 player, another chan-
nel between the mp3 player and the speakers, and a
control channel between the mp3 player and the PDA.
The PDA plays only the role of the control entity, it is
the owner of the session, but it does not participate in
it. Applications are neither aware of channels nor ses-
sions, they only know about their pins.

3.2. Security and access control

Security and access control functions are defined
and handled on device level. This means that access
to services (i.e., access to application pins) are granted
for devices, thus if a device gets the right to use a gi-
ven service, then all applications running on this device
will be able to access the service. If we assume that in
the PAN there are small devices that offer one or two
simple services (e.g., mouse, mp3 player), then in this
case it is simpler to grant the access of services to de-
vices instead to each application.

The dispatcher application running on a device, which
plays the role of the control entity, can set up and re-
configure sessions. The control entity has to check and
ask for the necessary access rights to enable the usage
of a given service for the user. For instance, this main
control entity can be a PDA, which has enough compu-
ting power to manage a PAN. All other devices partici-
pating in the PAN are called participants. In special
cases, participants may delegate the access control
rights to other devices, which will be referred to as ma-
nager.

In this paper we do not go into details regarding
authentication and authorization, however, the solutions
described in [6] can be used with MAIPAN to ensure
secure communication between devices.
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3.3. Transferring sessions

In the PAN at least one device playing the role of the
controller entity is needed. In case this device disap-
pears all concerned sessions will be automatically torn
down. To keep up such sessions MAIPAN offers the
possibility to transfer a running session from the current
control entity to another one. For example, to make so-
me music in a meeting room one of the users creates an
mp3 playing session. This way the user’s device beco-
mes the control entity of the session. After a while, when
the user wants to leave, she can transfer the session by
telling to MAIPAN the identity of the new control entity,
which can be for example another user’s PDA.

3.4. Reconfiguring sessions

In case a participant disappears (e.g., the user
leaves the room, or the device’s battery is depleted),
the concerned channels are automatically disconnec-
ted and the sessions have to be reconfigured. In the first
step MAIPAN notifies the corresponding dispatcher(s)
about the event. In the second step the dispatcher
application(s) can decide which services to use instead
of the disappeared ones. The dispatcher application can
ask for user involvement, if there are multiple possibili-
ties to replace the disappeared service(s), or it can de-
cide on its own, if there is no or only one choice, or the
user preferences are known. In the third step the dis-
patcher builds up the new channels or tears down the
sessions concerned.

3.5. Architecture

Based on the concepts above we designed MAIPAN,
whose architecture is depicted in Figure 3. Applications
run over the middleware, while layers under the midd-
leware provide end-to-end routing and data transmis-
sion functions. As it can be seen in the figure, the pro-
tocol stack is vertically divided into two parts. The aim
of the data plane is to provide effective and secure da-
ta transport between applications. The control plane is
responsible for managing pins, channels, sessions and
for handling security and access control.

Data plane

The application sends data through a pin to the
middleware, where the channel connector layer re-
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directs the data to the corresponding channel. The
transport layer creates packets and provides functions
such as flow control, reordering, automatic re-transmis-
sion, quality of service, etc., if these functions are not
supported in the layers below the middleware, but are
necessary for the application. The connection layer adds
information to the packet, which is needed for the de-
livery: address of the source and destination device
and the identifier of the channel. Finally, the crypto-
graphy layer calculates a message integrity check (MIC)
value and encrypts the packet if necessary.

4. Conclusion

This paper proposes MAIPAN, a middleware for appli-
cation interconnection in personal area networks. The
essence of the middleware is to create a PAN program-
ming platform, whereby hardware and software resour-
ces are interconnected, and the scatteredness of the
PAN is hidden from the services. Using the proposed
architecture, developers creating distributed applica-
tions for PANs do not have to take care of PAN confi-
guration or dynamics, furthermore, they can use the
uniform application programming

: interface (API) offered by the sys-
Dispatcher Application tem.
ittt ettt T MAIPAN represents a novel
Control plane Data plane approach in its_ secure access
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Figure 3. MAIPAN’s architecture

Control plane

The control plane contains the control functions
which are necessary to manage the PAN. The service
control part registers local services offered by the appli-
cations, handles their access rights and communicates
with the service discovery protocol. In theory, any kind
of SDP can be attached to MAIPAN, such as SLP, UPnP
or Salutation [21],[22]. The channel control creates
and reconfigures sessions initiated by the dispatcher
application. According to the needs of the dispatcher it
asks the pin control parts of the participating devices to
build up the channel between the pins. The pin control
part instructs the channel connector layer to create a
channel, activates the necessary transport functions
for the given channel in the transport layer and sets the
destination of the given channel in the connection layer.
The security control part initiates and co-ordinates the
authentication procedure between devices, manages
the service access rights, and stores the necessary in-
formation for communication (e.g., security keys).

3.6. Implementation

An earlier version of MAIPAN is implemented in C on
Linux [23]. We also created some applications (e.g.,
mp3 player, fileserver) and a dispatcher application in
order to study the behavior of the middleware [24],[25].
The lessons learnt from these are also incorporated in
the design of the currently presented version of the
middleware.
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cess and configuration via a con-
venient central control entity, the dispatcher. MAIPAN is
also unique in enabling the change of the dispatcher
role, that is, the session control rights can be trans-
ferred between devices, from the old dispatcher to a
new one.

In the future, we plan to finalize the implementation
of the current version of MAIPAN and to perform perfor-
mance analysis of the middleware.
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